Advanced Configuration

Advanced Configuration

Device Synchronization

Keep your device configuration current:

1. Access device settings
2. System retrieves latest configuration
3. Updates include:

e Area definitions

e Zone configurations

e Smart action settings

e User permissions

Operating Mode Selection

For compatible systems, switch between operational modes:

1. Navigate to Settings
2. Select "Mode" tile
3. Available options may include:
e Standard Mode
e Custom Panel Mode Configurations
4. Allow 2-3 minutes for mode changes to apply

Security Enhancements

Biometric Authentication

Enable fingerprint or facial recognition
Provides quick, secure access
Password fallback always available
Recommended for all users

Auto-Logout Protection

e 30-second inactivity timeout
e Prevents unauthorized access
e Applies to sensitive screens



Session Management
e "Remember Me" option for trusted devices

e Biometric re-authentication required
e Secure token storage

Privacy and Permissions

Required Permissions

The app requires specific permissions to function properly:

Location: For emergency GPS sharing
Camera: For QR code scanning
Notifications: For alert delivery

Contacts: For emergency contact integration

Privacy Considerations

e All data transmissions are encrypted
e Location data only shared during emergencies
e No background location tracking
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